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___________________________________________________________________________

CN1 thanks SA3 for their LS in S3-010403, which considers the problem of security protection of SIP messages in the core network. 

CN1 understands that:

· The general problem is how to provide confidentiality of SIP messages between the UE and the P-CSCF, i.e. on the so-called “first-hop” (according to TS 33.203).

· From the UE to the RNC, SIP confidentiality is based on the UTRAN confidentiality mechanisms. This is specified in TS 33.203, sec. 5.1.2.

· From the GGSN to P-CSCF, i.e. across Gi interface, typical IPsec procedures can be applied, according to NDS/IP specification, TS 33.210.

· According to SA3´s LS in S3-010403, the problem exists across Gn/Gp interfaces, where SIP messages are encapsulated in GTP-U tunnels and this makes it impossible for IPsec to apply protection only to GTP-U PDUs that carry SIP messages.

From the above, and given SA3’s assumption that SIP confidentiality would be based on hop-by-hop procedures in the UMTS network, CN1 observes that confidentiality issues should also be addressed on the Iu-ps interface, since no such procedures are currently defined. Even if SIP confidentiality is provided in the core network according to TS 33.210, SIP messages would still be transmitted unprotected over Iu-ps, if protection mechanisms are not defined for this interface too. 

CN1 has discussed the potential solutions included in S3-010403 and, for each one, has made the following comments:

1. To not encrypt any GTP-U messages, understanding that this means that IMS SIP messages will not be encrypted when carried by GTP-U in the core network.

This is clearly no solution. It renders SIP protection impossible, not optional as specified in TS 33.203.
2. To protect all GTP-U messages, including the small proportion that are IMS SIP messages.

This is an attractive solution because it introduces no changes to UMTS architecture and protocols, and because it could be applied to Iu-ps too. However, it has been identified as inefficient, because it introduces large IPsec overhead in the network nodes. This overhead has to be seriously considered since, at high traffic conditions, it may cause severe degradation to network throughput.

3. To introduce a new sub-version of GTP for the IMS control plane (GTP-IC). This new GTP-IC would then have a unique port number assigned to it, enabling those messages to be encrypted. All IMS control plane messages would then have to be tunnelled through GTP-IC in the core network.

This solution would require considerable extensions to GTP protocol and, therefore, considerable changes to UMTS protocol architecture. In particular, there will be two GTP protocols on the user plane: one for general-purpose user data (GTP-U) and another for application-level signalling (GTP-IC). It is clear that GTP-IC would be needed across Iu-ps too. Therefore, an RNC would need to associate a radio bearer with a GTP-U or GTP-IC tunnel. In cases where one radio bearer is used to carry both SIP signalling and user traffic (this could be a case with GERAN), it will be impossible for the RNC to separate the signalling and user traffic. Note that, according to UTRAN architecture, the RNC does not have access to high-level (i.e. NAS) information within the user datagrams. A more detailed assessment of GTP-IC is within the responsibility of CN4. When it comes to architectural aspects, SA2 is responsible to provide further analysis.

4. Extend GTP-C to contain all IMS control plane messages. All IMS control plane messages would then have to be tunnelled through GTP-C in the core network. Again, since GTP-C is always encrypted, the IMS SIP messages would be encrypted.

Clearly, this solution cannot be applied on Iu-ps interface. By using GTP-C to transport SIP messages, we mix network signalling and application-level signalling – an approach not acceptable to most operators. We note also that, the QoS applied to GTP-C tunnels is not negotiable and this will prohibit UEs from negotiating QoS for the Signalling PDP contexts. Finally, it is foreseen that this solution would apply restrictions, should the operator wishes to charge IMS signalling traffic.

5. Introduce multiple IP addresses (multi-homing) of the CSCFs such that GTP-U containing IMS control plane messages would use a different set of IP addresses from the GTP-U containing non-IMS control plane messages.

This option hasn’t been seriously considered, as recommended by SA3.

In general, CN1 believes that, if SIP protection is going to be based on NDS/IP mechanisms (as stated in the current TS 33.203), then it is preferred to specify a solution that

· can be applied on both Iu-ps and Gn/Gp interfaces, and

· cause minimum or no impact on UMTS architecture and protocols. 

In this context, CN1 would be interested to know if SA3 has investigated any solutions inline with the above preferences. For instance, has SA3 investigated the limitations of option 2? Has SA3 considered any potential extensions to IPsec as alternative solutions? Such extensions wouldn´t have an impact on the UMTS architecture or protocols.
Also, CN1 believes that end-to-end SIP protection (i.e. from the UE to the P-CSCF), as opposed to SIP protection based on NDS/IP, provides a protection scheme with several beneficial characteristics, such as independence from the underlying network technology. For this reason, CN1 would be interested to know if SA3 considers the applicability of SIP protection at the IP layer in the mobile and the P-CSCF. This approach may violate SA3’s current assumption that “NDS/IP ought to be used to protect SIP signalling messages”, but it is not clear to CN1 why SA3 has made such an assumption. Any clarifications in this regard would be appreciated.

